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1 Introduction

Perinet Smart Components and periMICA containers received in this kit are authenticat-
ing themselves with certi cates signed by a demo root CA that was created by Perinet for
demonstration purposes.

Client certi cates are used for providing access control, in order to keep both data commu-
nication and con guration of the network devices secure.

To access the Smart Components and the containers included in the Starter Kit Maxi, please
install the two security certi cates downloaded from the GettingStarted container. Please
go to the section of your operating system in this guide and follow the indicated steps to
install the demo-root-ca.crtand the admin_pki_container.pl2certi cates.

For further information on security concepts, please refer to https://docs.perinet.io
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2 Windows

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

ti cates on Windows systems.

2.1 Install demo-root-ca.crt

Double-click on the le and follow the installation instructions below:

| M T = | PKi2go
« - 1 Dow... > PKI2go RG] £ Search PKI2go
A Name Date modified Type
7t Quick access
B Desktop admin_pki_container 6/15/2021 9:30 AM Personal Informat
# demo-root-ca 6/15, 30 A Security Certificate
¥ Downloads S o
2 o N (=) README [y pe: Security Certificate /15/2021 9:30 AM ext Document
£l Boquments Size: 2.29 KB
&=/ Pictures Date modified: 6/15/2021 9:30 AM
D Music
PKI2go
{8 videos

@ OneDrive - Perinel

% This PC

# 3D Objects
I Desktop
|=| Documents
¥ Downloads
b Music
&=/ Pictures
E Videos
9 Windows (C)

3items  1item selected 2.29 KB

(1) Double Click on demo-root-ca.crt

ol Certificate X

General Details Certification Path

(X1 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: demo RootCA

Issued by: demo Root CA

Valid from 7/7/2021 to 6/30/2051

Instal Certificate. ..

(2) Selectinstall Certi cate...
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£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

(®) Local Machine

To continue, dick Next.

[ Ot | | Conce
(3) SelectLocal Machine

€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

Next Cancel

(4) SelectPlace all certi cates in the following store
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X
Select Certificate Store X
Select the certificate store you want to use.
4 Personal A | Itificates are kept.
a
.| Enterprise Trust I
] Intermediate Certification Authorities
‘{7 Trusted Publishers store, or you can spedify a location for
I | intrictad Cartificates hg
£ 2 g based on the type of certificate
[ Show physical stores re
o] | o
(5) SelectTrusted Root Certi cation Authorities
X

&  &£* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
‘ Trusted Root Certification Authorities Browse...

Cancel

(6) Click Next

Starter Kit Maxi Security Certi cates Installation Guide - 1.0 Page 6



©peri September 9, 2021

Security Waming X

You are about to install a certificate from a certification
| authority (CA) claiming to represent:

demo Root CA

Windows cannot validate that the certificate is actually from
“demo Root CA’. You should confirm its origin by contacting
“demo Root CA". The following number will assist you in this
process:

Thumbprint (shal): 105DEF71 3AB3B219 2A19D630 16F1DA3D
TCBE9AET

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

(7) Click Yesto con rm
€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

(o gl IR Da L IR Trusted Root Certification Authorities

Content Certificate

Cancel
(8) ClickFinish
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2.2 Install admin_pki_container.pl12

Double-click on the admin_pki_container.p12le and follow the installation instructions be-
low:

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@ Current User

O Local Machine

To continue, dick Next.

Mext Cancel

(9) SelectCurrent User
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& & Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:
C: \Users\admin\Downloads \PKI2go \admin_pki_container.p12| I Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.S5T)

Next | Cancel

(10) Click Next

& &+ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,
Type the password for the private key.

Password:

[] Display Password

Import options:

["] Enable strong private key pratection. You will be prompted every time the
private key is used by an application if you enable this option.

|:| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[]Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

(11) Type the password: admin_pki_container
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& &* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Next Cancel

(12) Click Next

Note: Please restart your browser after installing the certi cates.
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3 macOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
ti cates on macOS systems.

3.1 Install demo-root-ca.crt

Double-click on the le and follow the installation instructions below:

(13) Double-click on demo-root-ca.crt

LN Keychain Access @ Q
reNotes My Certificates  Keys | (Certificates
o login

o Local Items

June 2051 at 10:19:20 Central European Summer Time
t trusted

B System
(&) System Roots Name Kind Expires Keychain

15. Jun 2051 at 10:19:20 _login

certificate 25.5ep 2023 at10:19:21  login

(14) Double-click on demo Root CA

Starter Kit Maxi Security Certi cates Installation Guide - 1.0 Page 11



September 9, 2021

(15) SelectAlways Trust

Starter Kit Maxi Security Certi cates Installation Guide - 1.0 Page 12



September 9, 2021

3.2 Install admin_pki_container.pl12

Double-click on the admin_pki_container.p12le and follow the installation instructions be-
low:

(16) Double-click on the admin_pki_containgrl2

(17) Type the password: admin_pki_container

Note: Please restart your browser after installing the certi cates.
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4 10S and iPadOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
ti cates on iOS and iPadOS systems.

4.1 Install demo-root-ca.crt

Openthe Filesapp, ndthe downloaded folder PKI2go and click on demo-root-ca.crt . Then
follow the instructions according to the pictures below:

(18) Click ondemo-root- (19) Choose the device (20) Click onClose
ca.crt
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Open the Settings app and follow the installation instructions below:

(21) Click onPro le (22) Click onInstall (23) Enter the passcode
Downloaded (user passcode)
(24) Click onInstall (25) Click onInstall (26) Click onDone
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Now the certi cate is installed, but not yet trusted. In order to trust the demo Root CA,
open Settings About Certi cate Trust Settingsand follow the instructions in the pictures
below:

(27) Enable the demo (28) Click on Continue
Root CA
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4.2 Install admin_pki_container.p12

Open the Filesapp and nd the downloaded le. Click onthe admin_pki_container.p12 and
follow the installation instructions:

(29) Click onad- (30) Choose a Device  (31) Click onInstall
min_pki_container.p12

(32) Click on Install (33) Click onlInstall ~ (34) Type the
password (@d-
min_pki_containey
and click on Next
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5 Linux (Ubuntu, Debian)

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
ti cates on Linux (Ubuntu, Debian) systems. The example below is for Firefox browser:

5.1 Install demo-root-ca.crt

In the Menu, go to Settings and follow the installation instructions below:

(35) Go to Settings
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(36) SelectPrivacy & Security

(37) Click on View Certi cates...
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(38) Selectimport...on Authoritiestab

(39) Double-click on the demo-root-ca.crt
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(40) Mark Trust this CA to identify websites
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5.2 Install admin_pki_container.p12

Double-click on admin_pki_container.pl2nd follow the installation instructions below.

(41) Go to Settings

(42) SelectPrivacy & Security
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(43) Click on View Certi cates...

(44) Selectimport...on Your Certi catestab
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(45) Double-click on the admin_pki_container.p12

(46) Type the passwordadmin_pki_containeand click Sign in

Note: Please restart your browser after the certi cates installation.

Starter Kit Maxi Security Certi cates Installation Guide - 1.0 Page 24



September 9, 2021

6 Contact & Support

For customer support, please call us at+49 30 863 206 701 or send an e-mail to
support@perinet.io

For complete contact information visit us at www.perinet.io
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